& CLOUDFLARE

DDOS: DD0o’'s and DDon'ts

DrupalCon 2016



Agenda

What is DDoS

Detecting DDoS Attacks
DDoS Prevention
mproving Performance
Questions




Glossary

DDoS - Attempt to make a server or network resource unavailable to
Internet users
WAF - Web Application Firewall, filter that applies a set of rules to an
HTTP conversation
DNS - Domain name system answers queries with IPs
OSI - Open System Interconnection Model
o Layer 3 &4 - Network and Transport layers (IPv4 & IPv6, TCP, UDP)
o Layer 7 - Application layer (Chrome, Firefox)
CDN - system of distributed servers that deliver content to a user
based on the location of the user, the origin of the webpage and a
.content delivery server



Ransom Notes
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History of DDoS



The Evolving Landscape of DDoS Attacks
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ATTACK TYPE TREND

Volumetric Layer 3/4 |

DNS Infrastructure 1

HTTPS application L

 Origin: 100s of countries 1
More'saphisticated DDoS mitigation and larger surface area to block volumetric attacks has forced hackers to change tactics. New DNS
infrastructure and HTTP layer 7 attack signatures that mimic human-like behavior are increasing in frequency.
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Layer 3 / 4 Attacks




DNS / NTP Amplification attack gy

Attackers pretending to be your server make tiny requests to
thousands of DNS or NTP servers. Those servers return huge
responses to your server, knocking it offline.

Tiny requests Huge responses

@
> dig ANY example.com ; <<>> DiG 9.8.3-P1 <<>> example.com
.
>

;3 global options: +cmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status:
NOERROR, 1id: 4969

;3 flags: gr rd ra; QUERY: 1, ANSWER: 1
Attacker DNS Servers Al’JTHORITY: o, ADDI')I'IONAL: ) ’ ’ Your server
Attacker pretends to The DNS servers send the ;3 QUESTION SECTION: Your server is
be your server and sends responses to your server tadl, st L overwhelmed
many small requests ;; ANSWER SECTION:

example.com. 3599 IN SOA
sns.dns.icann.org. noc.dns_ iccameara .

2014090168 7200 3600 L
gole . com. i

B covorane Exhausts network connection



DNS amplification attacks in action

Wednesday, March 20th

“Instant on”

04:00 O6:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00
B Inbound Current: 53.01 G Average: 46,82 C Maximum: 118.52 G
B outbound Current: 49.63 G Average: 57.51 G Maximum: 80.33 G

~75Gbps attack



DNS amplification attacks in action

3 days later...
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DNS amplification attacks in action

Sunday, March 24th thru 25th

“Instant on”

hY

Peaks of the attack reached 309Gbps



SMURF attacks

Smurf attack
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Attacker sends Attacker spoofs the Router passes the request Attack hits victim,
ICMP requests source of the request to to all the devices behind it. amplified by a multiple
through a router the victim’s IP address Devices respond to the ping. of the number of devices.

SMUREF attacks are largely a thing of the past. For the most part, network operators have configured their routers to disable the
relay of ICMP reguests sent to a network’s broadcast address.

CLOUDFLARE’

I! ,\\\E



Layer 7 attacks

Attackers use millions of compromised machines to launch a
sophisticated attack that mimics real users and overloads the
slow points in your web property.
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Network of compromised machines Your software or website
Network of compromised machines Mimics the patterns of real users
controlled by attackers using and takes advantage of your software
advanced software e.g. requests photos over and over
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Your visitors

Good users are stuck waiting
because your CPU is overloaded

Exhausts CPU



Layer 7: Drupalgeddon / SQL Injection
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User login

Username *

Password *

This input is sanitized

ments | Network Sources Timeline Profiles Resources Audits Consple

= = =Trirst =
v<div id="block-user-login” class="block block-user"=
<h2=User login</h2=
¥ adiv class="content">
v«form action="/node?destination=node” method="post" ser-login-form" accept-charset="UTF-B"=
weadive
¥ <div class="form-item form-type-textfield form-itefi-name'>
»=<label for="edit-name"=..</labels
<input type="text" id="edit—name"Iname=“name"Falue="admin"Isize="15“ maxlength="60" class="form-
text required"=
=fdive
padiv class="form-item form-type-password item—pass”>.</div=
radiv class="item-list"=.</div=>
<input type="hidden" name="form_build_id" Lue="form-ETxAhmb2ZL_XEuTVtLBLTKa—-2pMAUdwIUutbSGzeALig">
<input type="hidden" name="form_id" value="user_login_block"=

b <div class=“fnrm—acT_I-!iE‘i!-!p.gt i§ 'ngt’giniﬁlgg

=/div=
=/form=
=/div=
</div=
=/dive
</div=



Detecting DDoS Attacks



What an attack looks like...

= S - Last 30 tes o

S D6 (lve) ~ | Monitoring | Events  Feports  Settnge T o [

Overview  Map  Transactons  Drupal~ Database  Extemalsenices Td Date Severit T vype
Web transactions response time ~ 7,860 ms 102  Apdex score@ 0.26 [0.5] 0.7[7.0]

Message

¥ ‘{/// - w— 3161818 16/Jun 16:45 notice
i oo s spambot Blocked registration:

email=supplyweqgz@gmail.com, ip=120.
43.21.95

o [l vebexemal

Compare with yesterday

= Transactions pop senvertme Ertor rate 1684 Recent events s 3161817 16 / Jun 16:45 notice user

/ e _places_list 33,900 ms ‘ Member of policy D6 (ive)

/node_page_default 33300 ms c Al g D@ ADS O . f . l d f l .

R S ‘( M Login attempt faile or JulianHut.
/page_manager_node_view 5,990 ms

1554 @ Errorrate >50%
Detas

P 3161794 16/Jun 16:44 notice user

S o’ Towitnof Tmelviid Giofiod ‘et Mot s 5 e e Login attempt failed for Julianml.

. - 7 02305 8,130 ms 27pm 169% 45%  620MB

Juser_view 4990 ms

D6five) % Enduser 122 118 ppn W Appserver




DDoS Prevention



Common Spam Traffic Defense Methods

e CAPTCHA - Completely Automated Public Turing test to tell Computers
and Humans Apart

Timegate (Time Difference)

Honeypot

Content analysis

Visitor reputation
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WAF: Web Application Firewall

Your software or website

Your software is safe behind
CloudFlare's security layer
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Network of compromised machines CloudFlare

Network of compromised machines
controlled by attackers using
advanced software

The attacks mimic the patterns of real users
but are blocked by CloudFlare
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Your visitors

Good users are let through, and
are accelerated by CloudFlare



CloudFlare Drupal WAF Rules

D000O0 - Block Large Requests to xmlrpc.php for Drupal CMS
D0002 - Block requests with odd array arguments
D0001 - Block Requests to xmlrpc.php for Drupal CMS

URIs:

/xmlrpc.php -- most common
/?gq=node&adestination=node
/blog/xmlrpc.php

/user/login/

HTTP Method:
POST -- most common
GET

"
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CloudFlare Drupal WAF Triggers

Frequency of Triggers over 30 Days Percentage of trigger by WAF Rule

00:00 00:00 00:00 00:00 00:00 00:00 00:00 00:00 00:00 00:00
03-14 03-17 03-20 03-23 03-26 03-29 04-01 04-04 04-07 04-10
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Improving Performance: CDN



CDN

I COULD|MAKE YOUR SITE FASTER AND
MORE SEGUHE megenerator.neg




CDN

Without CloudFlare
@
Visitor

Slow pipes

—>
>

Crawlers and bots

Attackers
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Your naked website

With CloudFlare

Fast pipes
CloudFlare’s globally
Visitor distributed network
—
N
Crawlers and bots CloudFlare protected
website

Attackers



CDN: Anycast network

- Global: 28 data centers in over 15 countries

« Secure: built into every layer and every protocol

- Robust: every node can perform any task. Anycast HTTP routing

- Reliable: built-in redundancy, load balancing, and high-availability
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CDN: Caching
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Page Rules for Drupal
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store.issues4.us/setup®
Browser Cache TTL: 4 hours, Mirage: Off, Cache Level: Bypass, Disable Performance

store.issues4.us/admin*
Browser Cache TTL: 4 hours, Mirage: Off, Cache Level: Bypass, Disable Performance

store.issues4.us/checkout*
Browser Cache TTL: 4 hours, Mirage: Off, Cache Level: Bypass, Disable Performance

store.issues4.us/static/adminhtml/*
Browser Cache TTL: 4 hours, Mirage: Off, Cache Level: Standard, Bypass Cache on Cookie: admin,
Disable Performance

store.issues4.us/static/frontend/*
Browser Cache TTL: 4 hours, Mirage: Off, Cache Level: Cache Everything, Disable Performance

store.issues4.us/static/*
Browser Cache TTL: 4 hours, Cache Level: Cache Everything, Bypass Cache on Cookie:
NO_CACHE | admin, Disable Performance

store.issues4.us/media/*
Browser Cache TTL: 4 hours, Cache Level: Cache Everything, Disable Performance

store.issues4.us/*
Browser Cache TTL: 4 hours, Cache Level: Cache Everything, Bypass Cache on Cookie:
NO_CACHE |admin, Disable Performance
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CDN Performance boost

Serve static content Accelerate dynamic
content (Railgun)

Global CDN
Customer level: WAN optimization

Is the resource cached? Customer level:
Is the content new?

Transform outbound content

Front end optimization

+» Optimize connections (Rocket Loader)
+ Client intelligence, mobile redirect

* Auto Minify, gzip, others

* Insertion of apps

Origin
web server
hosting
example.com

— |

Improve Performance: CloudFlare caches static content by
default (JS, CSS, images). Custom caching options

Accelerate Dynamic Content (Railgun™): WAN
optimization tool to compress and accelerate dynamic
pages. Up to 99.6% compression ratio & 7.3x performance
gain

Edge Side Code: deploy powerful logic that alters HTTP
requests and responses on the fly, without added latency

Front End Optimization: auto-minify, image optimization,
JS bundling

Client Intelligence: optimization for network and device
type
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