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Outline

e \What is distributed tracing?
e \Who’s doing it, and how?

e Challenges, and future directions?
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Thrift Shop

e Frontend web app: PHP

e Text search: lucene-based, via thrift

e Pricing service: erlang, via thrift

e Spelling corrector: python bindings around xapian, via thrift

e Content provider search: ruby, via thrift
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Q: Why do you remember this so well?



Q: Why do you remember this so well?

A: ops






Things we had

e Ganglia
e Nagios
e Thrift

o Per-service status page
o Service status page

e Logs



Sample performance / debug workflow

Are any services outright down?

Hit refresh N times -- how many times were problematic?
Systematically tail the logs of every service on every machine
Check database processlist

SSH in and poke around

Deploy new release with debug logging

Google

NS O~
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Example: Drupal request handling

______________________________

_______________________________

TTT

memcached




Drupal TraceView project

TraceView

V(2" Version control Revisions  Automated Testing

Posted by pdrake on September 3, 2013 at 12:04pm

AppNeta TraceView (formerly Tracelytics) is a SAAS

application performance management tool which provides ¥ Ly =
full-stack application tracing across any number of hosts. ool L P,
This module is a replacement for the original tracelytics | oo - il
module | = 0.0 T2 3.04
7 I = fle_pEl SOAENE »BaT 048
: . | apache a3 1259
The tracelytics module exposes Drupal-specific
e 3 drupal pags calihack n nm
performance details to the TraceView agent: | ) , .
orupad kool iorm s T a8
drupal hook sxt 2 osar
« hook-level data for core and some contrib modules | = anepat_noox_ims - 058
= request partitioning by role or function drvpsl_ hoot. Best 1 014
« per-menu-item filtering i 3w
= real user monitoring (RUM) JavaScript injection
= Traffic Paritions by Preq = Avp Dumice =

For more information, watch the video introduction to
TraceView & Drupal.

This module is not maintained by AppNeta but does include
properly attributed contributions from AppNeta employees.

D6/7: https://www.drupal.ora/project/traceview
D8: https://www.drupal.org/node/2113637



https://www.drupal.org/project/traceview
https://www.drupal.org/node/2113637

Drupal 8 request handling

gli'; Trace Details  save  drupalB.demo.tv. ftr

App: | & Drupal_8

SOSLI SenRird. 140 Method: GET ) Doman: drupale.demo.tv.appneta.com 3 Gomiler \Drupahnode\ControllenNodeViewControll )
Started: 06/11/2016 10:01 AM Siatus: @200 OK y URL: Araceview y|  Action: view N

App Server Timeline: 1.59s @, Autozoom | | i Expand Blocked Spans | | "=, Waterlall | | #(x) Expand Prafies (@) S7YD0ST
Search Layars & Profiies _ e L3 0.68 o8s 108 128 143

1@ peche e —

oz PHP

= (119 php_pdo

3 Iﬂ: HtipKernel. master_req.--

| %2 HitpKernel.finish_requ---

[N
|| — |
1 1R
I :I | ]

PRl ' = W (B ——— 1 |

0.2s 04 0.8 08s
& zoom Out

=
Trace notes - request at a glance

= This request made the following query 25 times:

SELECT name, DATA FROM config WHERE collection = :collection AND name IN (:names_?)

= Asingle call to ’ HttpKernel.master_request was responsible for 54.56% of the request’s duration (865.12ms).
view first occurrence »

« Click on a span in the trace visualization above to get more details.

128 148
Wl syrchronous [l Profiles

5 slowest spans in this trace
1. § 2 corefthemes/bartik/templ... — 169ms )
(18- 18)
2 l o kernel.view — 141ms }
(Ba3ms - B24ms)

3 |D.Z corefmodules/systemftem . — 122ms »
(2= 18)

https://helloapp.tv.appneta.com/traces/view/FECA51A4134E765EBB04717C1D07F64352DE49EQ



https://helloapp.tv.appneta.com/traces/view/FECA51A4134E765EBB04717C1D07F64352DE49E0
https://helloapp.tv.appneta.com/traces/view/FECA51A4134E765EBB04717C1D07F64352DE49E0

Example Drupal 7 request

drupal_hook_init
App Server Timeline: 945.47ms SaER T [ @ autozoom | | i Expand Bocked spans | | "= watertai | [ ) Expana proties | @ Keriocrd

7o0ms BOOMS 900ms
Search Layers & Profiles

1@ apache
» [ a2 PHP
= 11701 php_pdo
| & (1101 memcache
|| 2 arupal_hook_boot
| %¢ 121 drupal_hook_node_...
| %55 drupal_hook_init
| = drupal_page_callback
» | 95 (31 drupal_views
| %3 1481 drupal_hook_watc...
| %3 (21 drupal_hook_form_...
| 5 drupal_hook_exit

300ms 400ms 600ms BO0ms 900ms



Example Drupal 7 request

drupal_hook_init
110.24ms 41.68ms

Expand Biocked Spans f(x} Expand Profiles | 0 33&:2

App Server Timeline: 945.47ms

700ms 900ms
‘ Search Layers & Profiles

| 2pache
v | zePHP
| = 1701 php_pdo
| % 1110 memcache

| 92 drupal_hook_boot

J 3¢ drupal_hook._init
| # drupal_page_callnack

» | 052 31 drupal_views
|65 (481 drupal_hook_wac...
|98 121 drupal_hook form_...
%2 drupal_hook_exit




Example Drupal 7 request

App Server Timelineg

@&, Autczoom | | 7 Expand Blocked Spans | | ™=, Waterfal f{x} Expand Profiles

100ms 200ms. 300ms 400ms 500ms E00ms 700ms B00ms 800ms
I I I i 1 1 1 1

Search Layers & Profiles
I@ apache
v |52 PHP

T m
i f 4 |

| = 11701 php_pdo

| HHHW —lt Iﬁllﬁl-l\l\ L

5 [110] memcache

| 1§ drupal_hook_boot

|¢g [2] drupal_hook_node_...

I 5 drupal_hook_init

100ms

300ms 400ms 500ms E00ms 700ms B00ms 800ms

2 drupal_page_callback
| %8 drupal_page [l synchronous [l Profiles

@ apache [1 of 1] total: 945.47ms self: 73.49ms

HTTP extent details

Hostname:  web-4062.prod hosting.acquia.com

= < ;
Thread ID: 20165 apache is the base layer for this

request; no other layers were blocked

Remote Host 10.154.244.32 during this extent.
URL:  www.strayer.edu/virginia/newport-news
HTTP Method:  POST I Epache
HTTP Status: 302 Found

HTTP-VirtualHost:  strayer.prod.acquia-sites.com

Filename:  /var/wwwi/site-fpm/strayer.prod/php-fpm v There was 1 host involved In this extent.



Example Drupal 7 request

file_get_contents : : T
App Server Timeline: 945. 47 @, Autozoom | | " Expand Blocked Spans | | "= Waterfall | | f(x) Expand Profiles | (@) Kerboard
f 140ms

20ms
Search Layers & Profiles

v |z PHpP
I (51 file_get_contents
| = 11701 php_pdo

l f [110] memcache

|| % drupal_hook_boot
| %5 121 drupal_hook_node._...
| ¢ drupal_hook_init

| % drupal_page_callback

> 13] drupal_views 300ms
I¢: i &, Zoom Out . Synchronous . Profiles

Cexr | 432 PHP / B file_get_contents [1 of 5] total: 222us

salection

‘ Span details |

Hostname:  host.domain
Thread ID: 13845
Language: PHP I apache

 This extent blocked 2 layers.

Function:  file_get_contents 7
Path:  Jvarfwww/site/file I PHP
hd



Example Drupal 7 request

h do oy
App Server Timeline: 845.47ms P _g;f; @, Autozoom | | % Expand Blocked Spans | | "= Waterfal | | 1) Expana Profies i

100ms 120ms 140ms
Search Layers & Profiles

| = 11701 php_pdo
I & [110] memcache

I 5 drupal_hook_boot

| %5 (21 drupal_hook_node._...
I 5 drupal_hook_init
I 5 drupal_page_callback
» | €5 131 drupal_views
| %5 1481 drupal_hook_watc... |
Iﬂ:[z]dru I hook._fo 100ms 200ms 500ms E00ms T00ms a00ms
pal_hoa M_-: &, zoom Out . Synchronous Profiles
T =
Cex | = php_pdo [1 of 170] total: 482us
| Query extent details | Backtrace(s) law
Hostname:  host.domain
e ~ This extent blocked 2 layers.
Remote Host:  production-database.domain I apache
Flavor:  mysqgl &
Query Text:  track this query’s performance ) I PHP

-

SET NAMES uti8 I php_pdo



Example Drupal 7 request

hp_pdo =
APP Server Timeline: 945.47ms Q Autozoom | | % Expand Blocked Spﬂns._ S W‘alsrralr_ f(x} Expand anlss. @ E:mﬁ::
3 100ms 120ms 140ms

20ms

Search Layers & Profiles
| = v1701 php_pdo
I & (110] memcache
Iﬂ drupal_hook_boot
| %5 (21 drupal_hook_node_..-
Iﬂ drupal_hook_init
| 5 drupal_page_callback
» | ¢ (3] drupal_views

200ms

. Synchronous . Profiles

| 5 1481 drupal_hook_watc. .

| %2 21 drupal_hook_form_.- © & 700 out

Cex . = php_pdo [2 of 170] total: 443us

salection

Haw extent

Query extent details |

Hostname:  host.domain
~ This extent blocked 2 layers.

Thread ID: 13645
Remote Host:  production-database.domain I apache
Flavar:  mysqgl =
Query Text:  track this query’s performance I PHP
v
I php_pdo

SET sqgl_mode =
'‘REAL_AS_FLOAT,PIPES_AS_CONCAT ANSI_QUOTES,IGNORE_SPACE STRICT_TRANS_TABLES STRICT_ALL_TABLES NO_ZERO_IN_DATE,NO_ZERO_DATE,ERROR_FOR_DIVISION_BY_Z

ERO,NO_AUTO_CREATE_USER'



Example Drupal 7 request

App Server Timeline: 845.47ms

[ memcache

e ®, Autozoom | | % Expand Blocked Spans | | ™=, Waterfall | | #(x) Expand Profles | () feeyboard

Shorteuts
20ms 40ms B0ms Boms 100ms 120ms
Search Layers & Profiles 1 1

140ms

I & [110] memcache

| %8 drupal_hook_boot

|¢g [2] drupal_hook_node_...
| %2 drupal_hook_init
| 25 drupal_page_callback
> |¢§ (3] drupal_views
| %55 1481 drupal_hook_watc...

Iﬂ: 12] drupal_hook_form_...

|¢g drupal_hook_exit &, Zoom Out

200ms

. Synchronous . Profiles
-

Clear

Lt 'r memcache [1 of 110] total: 43.22ms

Cache extent details | H

Hostname:  host.domain

Thread ID: 13645

* This extent blocked 2 layers.
Cache Operation: GET key site_-cache_bootstrap-variables (1 hit)

I apache

-



Example Drupal 7 request

B memcache

App Server Timeline: 7

@, Autozoom | | ‘%" Expand Blocked Spans [ | "=, Waterfall | | fx} Expand Profiles | gﬁm:
TO00ms BOOmS. 300ms
Search Layers & Profiles

| & 1110 memcache
| 9 drupal_hook_boot
| % 121 drupal_hook_node_...
| ¢ drupal_hook_init
| 95 drupal_page_callback
» I 5 3] drupal_views
| 52 1481 crupal_hook_wato...
| @2 21 drupal_hook_form_... I :

100ms 200ms 500ms B00ms T00ms BOOmS. 900ms
I @5 drupal_hook_exit

Synchronous Profiles

Clear

) 9 memcache [1 of 110] total: 43.22ms

| Cache extent details | Host activity Raw extent data

Hostname:  host.domain

-
Thread ID: 13645 This extent blocked 2 layers.

Cache Operation: ~ GET key site_-cache_bootstrap-variables (1 hit) I apache



Example Drupal 7 request

I_hook_node_load
App Server Timeline: 845 47ms e

| @, Autozoom | | " Expand Biocked Spans || "=, Waterfall | | f{x) Expand Profiles | 0 éﬁg‘,’x@

| 100ms - 200ms " s00ms agoms s00ms s00ms 700ms
Search Layers & Profiles

B00ms. 200ms

| % [110] memcache
| 8¢ drupal_hook_boot
| 25 121 drupal_hook_node_...
I 2 drupal_hook_init
| 9 drupal_page_callback

» | 252 181 drupal_views
| ¢ (481 drupal_hook_watc....
| ¢ (21 drupal_hook_form_.. I :
| 2 drupal_hook_exit

300ms

.Synnhmnnus . Profiles
L

+" Clear

) saiection ﬂ: drupal_hook_node_load [1 of 2] total: 15.84ms self: 2.83ms

Fesmmeis] ey R



Example Drupal 7 request

App Server Timeline: 845.47ms

: @, Autozoom [ " Expand Blocked Spans | | ™=, Waterfall I #{x) Expand Profiles 0 gﬁmg

Search Layers & Profiles e e o
| & [110] memcache

| %5 drupal_hook_boot
| 52 121 drupal_hook_node._...
I 5 drupal_hook_init

&3 drupal_page_callback

> Iﬂ: [3] drupal_views

I¢§ 148] drupal_hook_watc...
| %5 (21 drupal_hook_form_..
45 drupal_hook_exit

800ms
. Synchronous . Profiles
=

Clear

Ssation ﬂg drupal_hook_init [1 of 1] total: 110.24ms self: 41.68ms

Cnan datalle | Rankirasalel  Haek antiuihe  Daw aviant Aata



Example Drupal 7 request

App Server Timeline: 845.47ms

_Q Autozroom | 'F Expand Blocked Spans._ | - Walsrlall_ | f(x)} Expand Pmiilus_ éﬁmg

. Search Layers & Profiles | FoOms 800ms a00ms
[ % 11101 memcache
| &2 drupal_hook_boot
| 2 (21 drupal_hook_node_...
I 5 drupal_hook_init
I 5 drupal_page_callback

» | ¢ 131 drupal_views
| % 1481 drupal_hook_wate...
| ¢ (21 drupal_hook_form ... |
|55 drupal_hook_exit

100ms 300ms 500ms TOOms 300ms

.Symhmmus .Froiliss
- =t i

+y Clear

asiaction ¢§ drupal_page_callback [1 of 1] total: 149.53ms seli: 28.43ms

| Span details | Backtrace(s) Host activity Raw extent data



Example Drupal 7 request

App Server Timeline: 945.47ms : o
ms B00me 200ms

H Spans | | "= Waterlall | | fx) Expand Profiles gz;::‘u:

Search Layers & Profiles
I % [110] memcache
|| =8¢ drupal_hook_boot
| %2 121 drupal_hook_node ...
I 2 drupal_hook_init
| 95 drupal_page_callback
» I 5 (3] drupal_views

| 2 148 crupal_hook_wato...

A00ms

|| ©¢ 121 drupal_hook_form_... | 1 ] | | J LI
.Synchmmus .Proﬂlls

| 55 drupal_hook_exit
)

Coxr | ¥¥2 drupal_views [1 of 3] total: 21.82ms self. 7.95ms

salection



Example Drupal request: more distributed

Cache Database }




App Server Timeline: 2.32s " Expand Blocked Spans | | ™= Waterfall e S

2.0s 2.25
Search Layers & Profiles L L

| %2 drupal_page_callback

| ¢ drupal_hook_watchdog
| 4= cURL
Jeiava
| & 21 java-jbossciient
= (8] jdbc_oracle
J &2 drupal_hook_node_load E'
| & drupal_hook_exit
)
(3¢) Sear o | #% cURL [1 of 1] total: 909.45ms self: 11.27ms
| RPC extent details | Backtrace(s) Host activity Raw extent data
Hostname:  appserver.domain
* This extent blocked 2 layers.
Thread ID: 15012 b
Remote Host:  javaservice.domain I PHP
RPC:  http://javaservice.domain/endpoint/get?user=asdfik -

I drupal_page_callback



App Server Timeline: 2.32s

Search Layers & Profiles

J 02 drupal_page_callback

| %2 drupal_hook_watchdog
e cURL

I 5 java

| & 12 java-jbossclient

| = 18 jdbe_oracle

| £ drupal_hook_node_load
| % drupal_hook_exit

) Ce  £%3 java [1 of 1] total: 898.18ms self: 2.60ms

%/ seloction

| HTTP extent details | Host act vity Raw extent data

Hostname:  javaservice.domain
Thread ID: 20773818
Remote Host:  10.4.35.65
URL:  http://javaservice.domain/endpoint/get?user=asdfjk
HTTP Method:  GET
HTTP Status: @ 200 OK

Keyboard
" Expand Blocked Spans | | "=, Waterfall Shorieuts

18s 2.0s 2.2s

+ This extent blocked 3 layers.

I PHP

I drupal_page_callback

m cURL

¥
l java



Great minds...

e Distributed tracing based on ID propagation
o Google Dapper (200x? Published paper 2010)
o  Twitter Zipkin (Open-sourced 2012, 3rd party PHP support)
o Etsy Cross Stitch (2014ish)

o OpenTracing (2016ish)

e Commercial APM -- semi-distributed tracing
o New Relic
o  AppDynamics



Challenges: Instrumentation Points

function interesting method(...) {
log entry(...);
~do stuff();
log exit(...);



Challenges: Trace ID Propagation

function interesting method(trace id,...) {
log entry(trace id, ...); \
—dO—Sthf ( £ ) ’ Optional in PHP! Could use glo
log exit (trace id, ...); due ‘0 single-request handiing



Challenges: Trace ID Propagation

function http rpc call(...) {
log entry(...);
Sopt = array(modified headers) ;

drupal http request ($url, Sopt);
log exit(...);



Challenges: Extracting Value

QFindatrace Q

earch term o o [ 172.651 ms

Overview  Timeline  Dependencies

0Oms 20ms 40ms 60ms 80ms 100ms 120ms 140ms 180ms

o UIHOST 172,651 GET/

L‘ UIHOST 166.071 main.(*handler). ServeHTTP

L UIHOST

o UIHOST

4 RANDHOST, UIHOST
'LF!ANDHDST

_andler] ServeHTTP

g RANDHOST 3.056 main. (*handler). RandomMurnber

e UIHOST -)'Hain.(*handler].falﬂeError
e UIHOST -}Hain.(*handler].faluerrror
: UIHOST BB -in. (+handier).fakeError
 UIHOST BB -in. (+handler).fakeError
s UIHOST -)‘nain.i*handler].faheError
s UIHOST -ain.i‘*handler].get
No Duplicates :) = Service summary
Service cPu ¥ Wait

106371 15.268
81.863 579,880
m 15.268 3.056



Rich data set

e Distributed tracing “only”
o Follow request flow through application
o Understand end-to-end latency
o Associate backend load with frontend requests

o Provide errors with distributed context

e \While you're in there

Latency of queries, RPC calls, in each tier
Slow code

Cache hit/miss ratio

Errors and exceptions

Custom tagging/categorization of data

o O O O O O



How does it actually work?

e PHP extension

o Hook into core methods

e TraceView Module
o Hook into key events -- take timing and attributes

e Drupal 8 module, for example:
o Event Dispatcher -- log timing of different kernel actions, etc
o Event Subscriber -- figure out if user is anon/authenticated/admin
o Service Provider -- alter base template class
m  Wrapper for Twig -- get timing and info on templates



How does it actually work?

class TraceViewContainerAwareEventDispatcher extends ContainerAwareEventDispatcher
{
public function dispatch($eventName, Event $event = null)
{
// On an untraced request, bail out early.
if ('oboe_is_tracing()) {
return parent::dispatch($eventName, $event) ;

}

// Figure out what event we’re dispatching
if ($is_request) {

oboe_log(($event->getRequestType () === HttpKernelInterface::MASTER REQUEST) ? 'HttpKernel.
master request' : 'HttpKernel.sub request', "entry", array('Event' => get_class($event)), TRUE);
oboe_log(NULL, "profile entry", array('Event' => get class($event), 'ProfileName' => S$eventName),

TRUE) ;
} elseif ($is_finish request) {

// Try to dispatch the event as normal.
try {
$ret = parent::dispatch($eventName, $event);
// Catch any exceptions that occur during dispatch.
} catch (\Exception $e) {

}

// And mark the end timing as well



L 4 Layers h}' Frequency

Aggregate performance

Layer
= php_pdo

Current display: i Avg. sarver latency: 399 ms

¥ memcache
@ drupal_hook_watchdog

1.0 sac -

27 drupal_hook_node_load

BO0 ms - I
I 2 drupal_hook_form_alter
I i’ apache
600 ms -
| o5 PHP
I & drupal_hook_boot
400 ms o )
I & drupal_hook_exit
I £ drupal_hook_init
B0 I @ drupal_page_callback
I 25 drupal_views
= clJRL
D4/18 12:00 AM 12:00 PM 04/19 12:00 AM 12:00 F
Total I =+ drupal_http_request
.-.llll o
L L — T [ T e —— | ¢ drupal_panets
ﬁ-:;m:l I = php_mysqgli
Regaimin I php_http

Show 10 20 all

# Calls

4044112
1178948
65048
59139
28098
25839
23853
19594
19142
15765
1603
9420
525
438

73

72

8

Avg (ms)

0.42
2.48
0.14
1.85
1.00
91.10
84.28
0.09
0.86
14.78
15.54
51.10
§9.95
98.12
39.13
0.67
317.79



Outliers, trends

12 PM 3PM 6 PM 9 PM 03/30 12 AM 3 AM 6 AM



Topology mapping

prod_api_web

prod_login_web
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